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While there is no question that the commercial development of
the World Wide Web is still in its infancy and growing rapidly, this
development faces a serious barrier to ultimate commercialization.
In this article we develop the argument that the primary barrier to
the successful commercial development of the Web is the current
lack of consumer trust in this new commercial medium. This lack
of trust is engendered primarily by the industry’s documented fail-
ure to respond satisfactorily to mounting consumer concerns over
information privacy in electronic, networked environments. We
examine how such concerns are affecting the growth and develop-
ment of consumer-oriented commercial activity on the World Wide
Web and investigate the implications of these concerns for potential
industry response. Inthe short run, the commercial development of
the Web depends on giving consumers the opportunity to be anony-
mous when engaging in information exchanges and online transac-
tions. Ultimately, however, commercial Web providers must come
to realize that the Internet dramatically shifts the balance of power
between a business and its customers, and therefore, radical new
business strategies will be required for long-term success. Because
the Web offers unprecedented opportunities for interacting with
customers, strategies that take advantage of the medium’s unique
features are likely to reap important rewards in customer satisfac-
tion, loyalty, and retention. Therefore, in the long run, the most
effective way for commercial Web providers to develop profitable
exchange relationships with online customers is to gain consumer
trust by allowing the balance of power to shift toward more coop-
erative interactions between firms and their customers.
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Currently, revenues from consumer online shopping,
estimated at $5.775 billion for 1998, are meager, despite
optimistic industry forecasts that such revenues are ex-
pected to grow dramatically to $37.5 billion over the next
5 years (Jupiter Communications, 1998). Barriers such as
few online consumers interested in the few available online
offerings and the absence of profitable business models are
believed to play important roles in the relative dearth of
commercial activity among businesses and consumers on
the Internet.

While there is no question that the commercial devel-
opment of the World Wide Web is still in its infancy and
growing rapidly, this development faces a serious barrier
to ultimate commercialization. We argue that the primary
barrier to the successful commercial development of the
Web is the current lack of consumer trust in this new com-
mercial medium. We believe that this lack of trust is en-
gendered primarily by the industry’s documented failure
to respond satisfactorily to mounting consumer concerns
over information privacy in electronic, networked envi-
ronments. In this article we examine how such concerns
are affecting the growth and development of consumer-
oriented commercial activity on the World Wide Web and
investigate the implications of these concerns for one po-
tential industry response: the commercial uses of online
anonymity.

The successful commercial development of the Web de-
pends upon a variety of interdependent structural factors.
Often cited is the fact that there are still relatively few
consumers online in general and relatively few offerings
available for online purchase, especially compared to pur-
chases made in the physical world of sophisticated retail
environments and direct mail shopping. Indeed, although
in 1997 over 45 million individuals 16 and over had used
the Web in the United States at least once, only 4.5 mil-
lion or 10% had ever purchased a product or service on
the Web (Hoffman & Novak, 1997b). In addition, almost
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123 million people, or nearly 62% of the United States
population in 1997, had no access to the Internet and had
never used it, and another 32 million Americans had ac-
cess but had yet to use the Internet even once (Hoffman &
Novak, 1998).

Still, the number of consumers on the Internet is grow-
ing impressively and increasingly mirrors the demograph-
ics of the population as a whole. Numerous market re-
search studies additionally suggest that the very small but
growing number of cyberconsumers who do shop online
consistently report high rates of satisfaction with the shop-
ping experience. Not surprisingly, convenience is seen
as the key benefit that online shopping provides. From
a marketing perspective, the problem can be seen as how
to stimulate “trial” as the rate of conversion is nearly
100%.

Although it is not possible yet to do all of one’s shop-
ping online, there has been a rapid expansion in the di-
versity and number of products available for consump-
tion on the Web. Since 1995, many commercial Web sites
have evolved from static “brochure-ware” to innovative
and exciting interactive environments where consumers
may find an increasingly broad range of offerings from
physical goods like books, cars, and groceries to informa-
tion offerings and services including investments, travel,
and entertainment.

As the technologies for secure payment mechanisms
continue to mature, the last several years have also wit-
nessed the explosive development of a variety of mech-
anisms designed to provide for the secure exchange of
information. Encryption technology, digital signatures,
certificates and authentication, secure protocols, secure
credit card and debit payment systems, and digital cur-
rency all compete to protect business transactions. How-
ever, no single mechanism or combination of systems has
yet to emerge as a security standard, and numerous surveys
have shown (see, for example, Pitkow & Kehoe, 1997;
Boston Consulting Group, 1997) that security concerns
loom large among online users and remain a critical con-
tributing factor inhibiting consumer behavior.

Additionally, despite the fact that the Web offers a num-
ber of important benefits to both consumers and firms
(Garcia, 1997; Hoffman et al., 1995; Wigand, 1997), most
online firms are still searching for the best strategies and
business models for conducting electronic commerce. If
the Web were to ultimately fail as a commercial medium,
it would not only imply a loss of these benefits, but could
also threaten the development and evolution of computer-
mediated environments in general.

Yet despite these very real barriers to continued devel-
opment, we believe that the commercial portion of the
Web faces a far more serious threat from the perceived
lack of information privacy accorded to cyberconsumers
during the online navigation process. Unlike transactions
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that take place in the physical world, we argue that these
perceptions of computer-mediated interactions are influ-
encing consumer willingness to engage in relationship ex-
changes with online businesses, and negatively impact-
ing the further development of commercial efforts. Even
worse, preliminary research suggests that this impact is
likely to grow as less technically sophisticated consumers
come online and are less able to sort out valid threats to
privacy from media hype and misinformation.

We investigate these issues in this discussion article.
First, we examine consumer concerns regarding informa-
tion privacy on the Web and provide empirical support for
our argument regarding the consumer lack of trust in on-
line commercial environments. A relationship exchange
framework provides the theoretical context for our anal-
ysis and permits examination and comparison of the role
of trust in both the physical and virtual worlds, and an as-
sessment of how the lack of trust is negatively impacting
the further development of online commercial activity by
consumers. Next, we examine alternatives that may con-
tribute to the short-term development of the “marketspace”
(Rayport & Sviokla, 1994). Finally, we examine what is
necessary in the long run for the emergence of mutually
beneficial online exchange relationships among firms and
consumers interacting inonline commercial environments.

CONSUMER CONCERNS REGARDING
INFORMATION PRIVACY

Consumer privacy in online environments is an important
policy issue, and the debate concerning how to proceed
involves users, government authorities, and business com-
munities. Asnoted, we focus our attention on information
privacy issues on the Web rather than on anonymity, be-
cause we regard anonymity as one effective strategy that
consumers can use to achieve desired levels of privacy
(Goodwin, 1991; Marshall, 1974). Onthe Web, anonymity
is valuable and regarded as desirable for many online shop-
pers as one of the most powerful methods of protecting
information privacy.

In this section, we summarize the research documenting
consumer concerns over information privacy. Hoffman
et al. (1998) investigated key consumer perceptions of
privacy based on consumer responses to the Nielsen Me-
dia Research/CommerceNet Internet Demographics Study
(Nielsen Media Research, 1997) and the GVU 7th WWW
User Survey (Pitkow & Kehoe, 1997). They found that
consumer expectations of privacy depend on the medium.
In traditional media, they noted that attitudes range from
“tolerance to resigned disgust,” but that in electronic me-
dia, consumers’ need for control and protection is intense.

Based on their empirical analyses, they further argued
that consumers do not view their personal data in the con-
text of an economic exchange of information, as many
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commercial Web providers believe. That is, consumers
are decidedly uninterested in selling their personal data to
Web sites, either for monetary incentives or access privi-
leges. Rather, Web consumers report wanting another type
of exchange (Culnan & Milberg, 1998): one that charac-
terizes an “explicit social contract executed in the context
of a cooperative relationship built on trust” (Hoffman et
al., 1998).

Current commercial Web provider behavior
(Landesberg et al., 1998; Miller, 1995) suggests that many
cybermarketers lack faith in consumers or treat them poorly
(Bloom et al., 1994; Caruso, 1998; Culnan & Armstrong,
1999; Green, 1998). Consumers know this (Business Week,
1998) and respond accordingly, either by withholding their
personal data and/or by providing false data (Boston Con-
sulting Group, 1997; Hoffman et al., 1999; Pitkow &
Kehoe, 1997). Despite this, empirical research suggests
that consumers do realize that personal data are important
to Web marketers, and report being interested in providing
such information, both when it is appropriate and provided
that certain enabling conditions, including full disclosure
and informed consent, are present (Culnan & Armstrong,
1999; Hoffman et al., 1999).

On the basis of this growing body of empirical research,
we propose a set of issues for further discussion:

1. Consumers are concerned about their information
privacy when shopping on the Web.

2. Because consumers cannot make anonymous dis-
crete transactions when shopping online, they in-
stead seek to engage in relationship exchanges.

3. Relationship exchanges on the Web involve both an
economic and a social contract.

4. When consumers choose not to engage in relation-
ship exchanges it is because they do not trust com-
mercial Web providers to honor their social obliga-
tions of respecting consumer information privacy.

5. Consumers make cost—benefit trade-offs when con-
sidering whether to engage in a relationship ex-
change. However, such trade-offs are not evaluated
purely on an economic basis. Instead, consumers
decide to engage in commercial transactions on the
Web primarily on the basis of noneconomic factors.

Consumers Are Concerned About Their Information
Privacy When Shopping on the Web

Information privacy is the ability of an individual to con-
trol the access that others have to personal information
(Culnan & Armstrong, 1999; Foxman & Kilcoyne, 1993;
Westin, 1967). online shoppers are concerned about their
information privacy because they do not have the ability
to control the access others have to personal information.
According to Goodwin (1991), consumers’ information
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privacy concerns two dimensions: environmental control
and secondary use of information control.

Environmental control is the consumer’s ability to con-
trol the actions of other people in the environment during
a market transaction or commercially oriented exchange.
Environmental control directly affects the security of on-
line shopping. For example, in the physical world, a con-
sumer may be concerned about giving out credit-card in-
formation over the telephone to an unknown mail-order
company. On the Web, some consumers may fear typing
in their credit card information to any commercial Web
provider. Similarly, a commercial Web provider may fear
the efforts of a hacker out to steal a cache of credit-card
numbers.

Secondary use of information control is the consumer’s
ability to control the dissemination of information related
to or provided during such transactions or behaviors to
those who were not present. We consider secondary use
of information to be the use of personal information for
other purposes, subsequent to the transaction where the
information was originally collected (Culnan & Milberg,
1998). On the Web, this dimension is manifested by con-
sumers’ concern that Web providers are selling their per-
sonal information to third parties without their knowledge
or permission.

Both issues are of great concern to consumers in online
environments such as the Web, as well as in traditional re-
tail environments in the physical world. Although we do
not address it in this article, an important research question
is the relative weight consumers place on these two dimen-
sions and whether such weightings vary by both product
category and/or whether the item was purchased in tradi-
tional versus online retail environments.

Environmental control cannot currently be assumed for
online transactions over the Web because, at this writ-
ing, the Internet still lacks mature mechanisms for the se-
cure transmission of information. Secure transaction tech-
nologies that grant both consumers and commercial Web
providers control over the environment for online transac-
tions may provide the most attractive long-run solutions.
Yet, even though there may eventually be readily available
and reliable technology that is understood by consumers,
consumers may still not feel confident to engage in online
transactions. Interestingly, even though consumers report
that security concerns (environmental control) are a major
deterrent to shopping online today, consumers are also
discouraged from engaging in information and com-
mercial exchanges by their fears of commercial Web
providers’ likely secondary use of their personal infor-
mation (Hoffman et al., 1999).

Contrary to environmental control, which is a shared
concern between commercial Web providers and consu-
mers, secondary use of information is a source of conflict
between commercial Web providers and consumers. Even
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though this is also true for transactions in the physical
world, the issue takes on a greater urgency in computer-
mediated commercial environments, owing to the unique
characteristics of the Internet medium (Hoffman & Novak,
1996; Hoffman et al., 1995).

First, the Internet facilitates the widespread collection,
dissemination, and commercial use of personal informa-
tion because it is a distributed, networked environment re-
quiring fewer sources and data formats than in the physi-
cal world (Cavoukian & Tapscott, 1996). Data mining and
data warehousing opportunities are greater than ever be-
fore by exploiting the capabilities of the Internet, high-
speed networks, and terabyte data storage (see, for ex-
ample, Cespedes & Smith, 1993; Hearst, 1997). Tradi-
tionally, consumer information is stored in a much wider
variety of databases and data formats and is much more
difficult to combine, analyze, and access.

Second, online shopping potentially allows commercial
Web providers to collect much more detailed consumer
behavior information than is possible from most physi-
cal world shopping trips. Commercial Web providers can
not only collect the same information available in most
“real-world” transactions—identity data, credit history,
employment data, and public record information—but also
additional information such as electronic mail address,
specific history of goods and services searched for and
requested, some other Internet sites visited by the con-
sumer, and contents of the consumer’s data storage device
(Choi et al., 1997).

Finally, with the notable exception of so-called single-
source data (for example, consumer scanner panels), most
secondary uses of information captured from transactions
inthe physical world have been limited to aggregate group-
level data.! This typically involves inferring broad char-
acteristics and behaviors about groups of consumers (such
as geography and demographics) and drawing generaliza-
tions across those groups. Secondary use of information
captured online from computer-mediated transactions can
much more easily take advantage of individual-specific
information.? For example, data specifically linked to a
single identifiable person can be used to customize an of-
fer to that potential customer to maximize the likelihood
of consumer acceptance of the offer. Importantly, this ac-
tivity can be done without the consumer’s awareness, let
alone permission.

Because Consumers Cannot Make Anonymous
Discrete Transactions When Shopping

online, They Instead Seek to Engage

in Relationship Exchanges

Transactions (or exchanges) can be seen as dispersed over
a continuum from discrete to relational. Relationship ex-
changes differ from discrete transactions along several key
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dimensions (Culnan & Milberg, 1998; Dwyer et al., 1987;
Houston & Gassenheimer, 1987; MacNeil, 1980; Peppers
& Rogers, 1997).

Relationship exchanges transpire over time, and every
transaction must be viewed in terms of its history and its
expected future. Relationship exchanges are based on im-
plicit and explicit assumptions, trust and planning. Fur-
thermore, relationship exchange participants can be ex-
pected to derive complex, personal, noneconomic satis-
factions, and engage in social exchange.

Discrete transactions specifically exclude these rela-
tional elements. Very limited communications and narrow
content characterize discrete transactions. The identity of
all parties to a transaction must be ignored or relational
aspects to the exchange transactions come into play. An
unbranded gasoline (e.g., no brand relationship), out of
town (e.g., unlikely that identities of buyer or seller will
be known to each other) at an independent station (e.g., no
prior relationship with the seller’s firm), paid for with cash
(e.g., no clues to buyer identity) approximates a discrete
transaction (Dwyer et al., 1987). A one-time purchase of
a pack of gum with cash at a convenience store while on
vacation is another example of a discrete transaction.

The notion of instantaneous exchanges between com-
pletely anonymous partners who will never interact in the
future is of course an abstract model that does not exist in
the real world (Dwyer et al., 1987), so most transactions
conducted in the physical world are in truth within the
boundaries of relationship exchanges. This is even more
true for current online transactions. In the virtual world,
consumers do not have the opportunity to be anonymous
by buying “unbranded gasoline out-of-town at an indepen-
dent station paid for with cash.” Instead, online consumers
are required to engage in relationship exchanges.

Relationship Exchanges on the Web Involve Both
an Economic and a Social Contract

A transaction (exchange®) over the Web implies not only
a simple quid pro quo (a monetary exchange for goods)
between two entities, but also exchanges that are often
indirect (Culnan & Milberg, 1998). These may involve
intangible and symbolic aspects, and more than two parties
may participate. Thus, Web transactions involve both (1)
an economic contract characterized by monetary exchange
for goods and services, and explicit legal forms and (2) a
social contract characterized by nonmonetary exchanges
and implicit (nonlegal) forms.

Consumer behavior in economic contracts is directed
to maximize personal economic utility; in social contracts
with unpredictable outcomes, consumers do not tend to
conduct a financial cost-benefit analysis (Blau, 1964). In
this view, social exchange refers to voluntary actions of
individuals motivated by the returns they are expected to



INFORMATION PRIVACY IN THE MARKETPLACE

receive and typically do in fact receive from others. In
this sense, social exchange tends to engender feelings of
personal obligation, gratitude, and trust, while economic
exchange does not.

Another difference is that economic contracts tend to be
regulated by law, while social contracts are very difficult to
regulate. The basic and most crucial distinction between
economic and social contracts is that social exchange en-
tails unspecified obligations (Blau, 1964). Since there is
no way to ensure an appropriate return for an unspeci-
fied obligation, social exchange requires trusting others
to discharge their obligations. Social contract obligations
cannot be enforced through legal sanctions like economic
contracts (Blau, 1964).

It seems obvious that relationship exchanges over the
Web involve both an economic and a social contract. The
economic contract with the seller is characterized by an
exchange of goods or services for money. Because the
seller may capture personal information from the con-
sumer without the consumer’s notice or consent, this in-
formation exchange is not included in the quid pro quo
and is thus comprised within a social contract.

In the current commercial Web environment, this social
contract dictates how commercial Web providers handle
consumer information. A consumer engaging in an online
transaction implicitly trusts the seller not to compromise
his or her information privacy. Yet in current practice,
the exact nature of this future return is rarely stipulated in
advance, and not regulated by law.

When Consumers Choose Not to Engage

in Relationship Exchanges, It Is Because

They Do Not Trust Commercial Web Providers
to Honor Their Social Obligations of Respecting
Consumer Information Privacy

Current practice reviewed earlier has led many consumers
to expect that commercial Web providers cannot be re-
lied upon to respect consumer information privacy. Trust*
and relationship commitment® are central to successful
relationship exchanges (Morgan & Hunt, 1994). We be-
lieve that many consumers avoid relationship exchanges
on the Web primarily because they do not trust commer-
cial Web providers. We believe this lack of trust arises
from consumers’ belief that commercial Web providers
do not share their values about information privacy in on-
line commercial environments, and that commercial Web
providers are likely to engage in opportunistic behaviors.
This may likely lead to a lessened commitment to the rela-
tionship, which in turn generates higher decision-making
uncertainty, less cooperation, and higher propensity to
leave.

In the physical world, low consumer relationship com-
mitment, regardless of the seller’s position, will result in
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discrete exchanges and/or no exchanges at all (Dwyer et
al., 1987; Milne & Gordon, 1993). In the virtual world,
there are currently no opportunities for discrete exchanges,
so low relationship commitment can be expected to re-
sult in no exchange. Computer-mediated environments
threaten consumer information privacy in such novel ways
that consumers tend to adopt extreme positions between
low and high relationship commitment. Only when com-
mercial providers adopt behaviors consistent with high re-
lationship commitment (for example, by posting privacy
policies) will consumers follow with trust and an increased
propensity to engage in online transactions (Culnan &
Armstrong, 1999).

Consumers Make Cost-Benefit Trade-Offs
When Considering Whether to Engage
in a Relationship Exchange

However, such trade-offs are not evaluated purely on an
economic basis. Instead, consumers decide to engage in
commercial transactions on the Web primarily on the basis
of noneconomic factors.

We believe that recent empirical studies discussed ear-
lier support the idea that online consumers do not use eco-
nomic criteria solely as the basis of judging the trade-off
between the gain from the transaction and information pri-
vacy. Instead of economic utility-based decisions, we ar-
gue that consumers structure their decisions in the context
of a relationship development process, in which they bal-
ance a number of critical relationship marketing variables
(Donaldson & Dunfee, 1994; Dwyer et al., 1987), with
the objective of engaging in mutually favorable commer-
cial relationships (Culnan & Milberg, 1998).

THE COMMERCIAL DEVELOPMENT OF THE WEB
IN THE SHORT RUN

In the short run, online consumers will not develop trust in
commercial Web providers because there is a conflict of
interest without a clear solution. As we describe, one way
of resolving this conflict and encouraging consumers to
engage in online transactions, especially in the short run,
is by giving consumers the option of traceable anonymity
and/or pseudonymity. Traceable anonymity is a commu-
nication that gives the recipient no clues about the sender’s
identity but leaves this information in the hands of a third
party. Traceable pseudonymity is communication with a
nom de plume attached, which can be traced back to the
author (by someone), although not necessarily by the re-
cipient (Froomkin, 1996a).

At the same time, commercial Web providers will ac-
cept those transactions only if they have the minimum
information to ensure authentication, certification, confir-
mation, nonrepudiation, and payment. These functions can
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be ensured through the use of pseudonymity and a third
party acting as a mediator.

Conflict of Interest Between Commercial Web
Providers and Consumers

During the purchasing process, marketers have establish-
ed that consumers pass through the following stages: (1)
search; (2) purchase (negotiation, decision, payment); (3)
fulfillment and delivery; and (4) postpurchase relationship.
In each of these stages, consumers and commercial Web
providers are confronted with dissimilar and conflictive
interests (Driscoll et al., 1997; Froomkin, 1996b). We out-
line these issues in Table 1.

These conflicts of interest are not easily solved in the
short run. In the first place, the U.S. federal government
currently supports industry self-regulation for Internet pri-
vacy, perhaps concerned that regulation is likely to do
more harm than good (Froomkin, 1996b). Further compli-
cating the matter, the European Union Privacy Directive
(Andrews, 1998) may very likely wreak havoc with elec-
tronic commerce efforts in the United States, as it serves at
the same time to raise consumer awareness of privacy pro-
tection policies and procedures in other countries. Second,
consumers want to preserve their information privacy, and
there is no evidence to date that they desire financial incen-
tives in exchange for giving it up. Finally, as we have seen,
most commercial Web providers’ current marketing prac-
tices have met with considerable and mounting objections
in the virtual world.

One feasible short-run solution is to enable and accept
anonymous and/or pseudonymous transactions in the Web.
As we show next, this implies that (1) commercial Web
providers will accept some restrictions in the information
they receive, (2) consumers will relinquish the opportunity
to be completely anonymous, and (3) the government will
not regulate attempts to preserve commercial anonymity
in the Web.

The Feasibility of the Short-Run Solution

If we analyze carefully the commercial Web providers’
requirements outlined in Table 1, only authentication, cer-
tification, confirmation, payment assurance, and nonrepu-
diation are strictly necessary to complete a transaction.
Knowing a consumer’s identity and possessing consumer
information for data mining may be important for com-
mercial Web providers but are not absolutely necessary
to conclude a discrete transaction. Moreover, the neces-
sary functions may be performed without knowing the real
identity of the consumer, using the following mechanisms.

Buyer’s Authentication. Inlow volume/value transac-
tions, knowing the identity of the buyer to guarantee the
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purchase is not necessary for transactions conducted in the
physical world, so it sounds reasonable not to require it
in computer-mediated commercial environments. In high
volume/value transactions, a traceable anonymity/pseu-
donymity scheme can be implemented, where the seller
may trace the consumer identity only in case of dispute.

Buyer’s Certification. Consumers may declare some
attributes of their profile relevant to the transaction—age,
nationality, state of residence, and so on—without giving
the seller their physical identity. In those cases where the
seller requires confirmation of these attributes, a traceable
pseudonymity scheme may be implemented in which each
person has one or various pseudonym s and associated pro-
files.

Confirmation and Payment Assurance. The availabi-
lity of digital cash may solve this issue, allowing anony-
mous payments and confirmation (Driscoll et al., 1997).

Nonrepudiation. A traceable anoymity/pseudonymity
scheme can be implemented where the seller may trace the
consumer’s identity only in the case of dispute.

Under such a scheme, consumers will be able to pre-
serve their anonymity when making small purchases by
using digital cash mechanisms. These discrete transac-
tions are akin to buying “unbranded gasoline, out of town
at an independent station, paid for with cash” in the physi-
cal world. For larger transactions, consumers will be able
to preserve only a part of their information privacy by using
pseudonymous schemes.

From the public policy perspective, this solution implies
that the government should not attempt to regulate or for-
bid commercial anonymous communications on the Web.
Such regulation will have only a very limited effect, due
to the inherent difficulties of controlling online behavior
globally and developing technologies for such control that
are sustainable over time. Regulation could conceivably
have the additional negative consequence of diminishing
the number of discrete transactions. This would be unfor-
tunate, as discrete transactions are one of the most impor-
tant alternatives for the further development of shopping
in computer-mediated environments.

Pros and Cons of This Approach

The main virtue of this short-term solution is that the vol-
ume of online shopping may increase because consumers
will have the opportunity to conduct discrete transactions
while preserving their information privacy. Furthermore,
it opens the door to a long-term solution.

The weakness of this short-term solution is that it is
a short-term solution. It does not solve the cause of the
problem: the conflict of interest between online consumers
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TABLE 1

Seller/consumer conflict of interest at stages of the purchasing process

Stage Seller interests Consumer interests

Search Data mining: Knowing consumers’ data to Anonymity: Consumers want to minimize
build up a database of customers and their the information disclosed to the seller.
searching/buying profiles.

Negotiation Buyer’s identity: Knowing a buyer’s Authentication: Confirming the seller’s
identity before entering a negotiation may identity prior to purchase helps ensure
affect the commercial Web provider’s that goods will be genuine, and that
commitment to finish the negotiation. service or warranties will be provided

as advertised.
Anonymity: Consumers want to minimize
the information disclosed to the seller.

Decision Buyer’s authentication: Knowing a buyer’s Anonymity: Consumers want to minimize
identity before making a sale may assist in the information disclosed to the seller
proof of order and guarantee of purchase. Or

Buyer’s certification: The merchant may Secondary use of information control:
need proof that the buyer possesses an The consumer may want control
attribute required to authorize the sale. over the amount of buyer/transactional
For example, some goods may only be information disclosed to third parties.
sold to those licensed to use them; other
goods require that the purchaser be over
eighteen. Some products cannot be sold
in some parts of the country, while others
cannot be exported.

Payment Confirmation: The merchant needs to be able ~ Confirmation: The consumer will want some
to prove to any third party involved in form of irrefutable proof of the transaction,
the transaction (such as a credit-card such as a receipt.
company) that the customer did indeed Integrity: The consumer desires protection
authorize the payment. against unauthorized payments.

Payment assurance: This can be achieved Anonymity: Consumers will want control
by having payment before sale, at time over the amount of transactional information
of sale, or by provision of a payment disclosed to the merchant.
guarantee. A credit reference by a trusted
third party provides a lesser form of
assurance, but it at least demonstrates
that the buyer is capable of making the
payment.

Fulfillment/ Nonrepudiation: The commercial Web Recourse: Comfort that there is recourse

delivery provider wants protection against the if the seller fails to perform or deliver.

customer’s unjustified denial that he or she
placed the order, or that the goods were
not delivered.

Postpurchasing  Develop an exchange relationship: The

relationship

seller wants the consumer to repurchase
in the future, engaging in a long-term
relationship.

Recourse: Comfort that there is recourse
if the product fails to perform or doesn’t
comply with the specifications.

Develop an exchange relationship: The
consumer may want to have a reliable
provider where he or she can buy

repetitively, with a certain price and quality.
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and commercial Web providers. Both parties will have to
rely on a third party that will act as a mediator in case
of conflict during the payment, fulfillment/delivery, and
postsales steps. In truth, certification authorities are per-
forming some of these functions, and are among those can-
didates for the relied third party in traceable anonymous/
pseudonymous commercial exchanges. Unresolved are is-
sues such as who these third parties should be, what are
their responsibilities, and who will reinforce their obliga-
tions in case of dispute.

THE COMMERCIAL DEVELOPMENT OF THE WEB
IN THE LONG RUN

If consumers and commercial Web providers can make
anonymous discrete online transactions, why would either
be willing to engage in more extensive exchange relation-
ships in the long run? The answer is that exchange re-
lationships imply economic and social benefits for both
parties that go beyond the obvious economic utility gen-
erated by the simple exchange of goods or services for
money.

Yet an analysis of the conflicts of interest between con-
sumers and commercial Web providers shows that the two
parties are diametrically opposed in their positions. If com-
mercial Web providers want to develop exchange relation-
ships in the long run, which are much more profitable than
discrete transactions, commercial Web providers will have
to balance the power relationship with customers and gain
their trust. Even though the cost may look very high,
the reward is stable, loyal exchange relationships that to-
day simply do not occur, and will not occur, if things do
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not change. These rebalancing actions include recognizing
the consumers’ rights over data ownership by giving opt-
in chances in a market-driven environment, and accepting
and enforcing opt-out regulations.

The Information Privacy Matrix

We analyze the various possibilities of the different parties
involved in the information privacy debate along the di-
mensions of policy and regulation. These public positions
are rendered graphically in the information privacy matrix
shown in Figure 1.

Policy. The distinction along this dimension concerns
the mechanisms used to administer consumers’ rights of
data ownership. There are two alternative approaches: opt-
out and opt-in. The opt-out model posits that the best policy
istooffer consumers the alternative of declining to disclose
only when they do not want the seller to use their informa-
tion for secondary use purposes. The default position of
the opt-out model is that unless the seller is otherwise in-
formed, the seller is free to use the consumer’s data in any
legal way that the seller sees fit. Opt-out privacy policies
thus place the entire information protection burden on the
consumer and set up an environment of ipso facto mistrust
between the Web provider and the consumer.

The opt-in model states that the best policy is to offer
consumers the alternative of disclosing by explicitly au-
thorizing commercial Web providers to make secondary
or other stated use of their information. Thus, the opt-in
model does not assume the consumer wishes his or her data
used for any purpose, but instead requires the consumer

Protection
; No Stated
Market-Driven Regulatory Protection
‘Business sConsumers
Opt-Out *Industry Initiatives
*Regulators
=
'3 *Consumers ‘Cansumers
R Opt-In Regulators *Privacys,
Advocates
No Control “Business

FIG. 1.

The information privacy matrix.
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to inform the seller that he or she accepts such a position.
Such policies shift more of the information protection bur-
den to the seller and require cooperation and trust between
the consumer and Web provider.

Protection. The distinction along this dimension is
how the policy will be directed and enforced. Again,
we have two models: market-driven and regulatory. The
market-driven model posits that companies protect con-
sumer privacy in order to enhance reputation and sales.
The regulatory model posits that government rules de-
ter improper disclosure of personal information. Both ap-
proaches have their own limitations in the protection of
privacy. A chief failure of the market-driven approach is
that customers find it costly or impossible to monitor how
companies use personal information. Moreover, as a form
of voluntary regulation, it is impossible to guarantee 100%
compliance. Government regulation is subject to the well-
known possible failures of rigid, costly, and/or ineffective
rules (Swire, 1997).

Current business and industry initiatives essentially pro-
pose to continue with the direct marketing policies origi-
nated in the physical world, based on market-driven opt-
out practices. Consumers, on the other hand, are currently
clamoring for new models based on new regulation and
either opt-in or opt-out alternatives.

Currently, however, except for a handful of commer-
cial Web sites, most commercial Web providers’ informa-
tion privacy practices do not position them in the “market-
driven opt-out” cell, but rather in the cell defined by “no
stated protection” and “no control.” The likely trend is for
commercial Web providers to migrate toward the market-
driven opt-out model, while consumer segments will adopt
positions that combine both market-driven opt-in and regu-
latory opt-out protection policies. For example, regulatory
opt-in has been called for by numerous consumer advo-
cacy groups that want to require providers of commercial
Web sites targeted to children to obtain parental permis-
sion prior to collecting information from them (Center for
Media Education, 1996a, 1996b). A bill comprising FTC
regulations to that effect was recently enacted into law
(U.S. Senate, 1998).

A Feasible Long-Run Solution

Our solution is simple, though it departs radically from
traditional practice and will be difficult for many firms
to implement. We believe that in the long run, the most
effective way for commercial Web providers to develop
profitable exchange relationships with online customers is
to gain consumer trust. This trust is best achieved by allow-
ing the balance of power to shift toward a more cooperative
interaction between the firm and its customers.
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The concept of relationship marketing argues that con-
sumers will have increased commitment to the relation-
ship if they perceive that commercial Web providers share
their information privacy values and that commercial Web
providers will not engage in opportunistic behavior. Such
cooperative behaviors require a paradigm shift on the part
of marketers (Hoffman & Novak, 1996), but are more ap-
propriate in the new interactive medium defined by the
Web.

SUMMARY

Currently, revenues from consumer online shopping have
yet to reach large numbers, and a number of reasons have
been advanced for the relative dearth of commercial ac-
tivity between businesses and consumers on the Internet.
Often cited is the fact that there are still relatively few
consumers online in general and relatively few offerings
available for their online purchase, especially compared
to the physical world of sophisticated retail environments
and direct-mail shopping. Additionally, the technology
for secure payment mechanisms has yet to mature, and is
a contributing factor inhibiting consumer behavior. Even
among those firms that have set up shop online, most are
still searching for the best strategies and business models
for conducting electronic commerce.

Yet at its core, the reason online users have yet to shop
online in large numbers, or even provide information to
Web providers in exchange for access to information of-
fered on-site, 1s because of the fundamental lack of faith
that currently exists between most businesses and con-
sumers on the Web today. In essence, consumers simply
do not #rust most Web providers enough to engage in re-
lationship exchanges with them.

In the short run, the commercial development of the
Web depends on giving consumers the opportunity to be
anonymous and/or pseudonymous when engaging in in-
formation exchanges and online transactions. Atthe same
time, it depends on Web providers receiving the minimum
information necessary, and only the minimum necessary,
in order to complete the exchange: for example, authen-
tication, certification, confirmation, nonrepudiation, and
payment in the case of an online transaction. These func-
tions can be ensured through the use of pseudonyms and
third parties acting as mediators. Under such an inherent-
ly cooperative system, which explicitly recognizes the
rights and responsibilities of both parties in the exchange,
we expect that many more consumers may choose to en-
gage in information exchanges and conduct discrete online
transactions.

Recognizing consumers’ rights to data ownership on the
Internet is an important first step in this process. Ata min-
imum, this means industry acceptance and enforcement
of stated opt-out policies regarding information exchange.
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Ultimately, however, we believe that opt-in, informed con-
sent policies are likely to reap the greatest rewards for firms
doing business on the Internet. Even though such cooper-
ative behaviors require new ways of thinking about what it
means to do business, the likely benefit of stable exchange
relationships among trusting and loyal cybercustomers is
well worth it.

Ultimately, commercial Web providers must come to
realize that the Internet dramatically shifts the balance of
power between a business and its customers, and therefore,
radical new business strategies will be required for long-
term success. Because the Web offers unprecedented op-
portunities for interacting with customers, strategies that
take advantage of the medium’s unique features are likely
to reap important rewards in customer satisfaction, loy-
alty, and retention. However, unlike the physical world,
the willingness of consumers to enter into exchange re-
lationships on the Web is not assured, and trust cannot
be assumed. Indeed, terrestrial businesses, through direct
marketing activities, have trained their customers that they
cannot trust firms to protect their privacy nor to look out
for their interests.

Despite the fact that the number of people using the
Internet is growing dramatically, until the Web is seen as
“ready for prime time,” many consumers will be unmoved
by popular appeals to go online, and many of those already
online will be inhibited from engaging in transaction rela-
tionships. The problem is acute, with few easy solutions in
sight. But if the difficult solutions are not attempted, soci-
ety runs the risk of letting the revolutionary opportunities
promised by the Internet slip away.

NOTES

1. Group-level data involve generalizations across groups of con-
sumers and often involve inferring characteristics and behaviors from
broad indicators such as geography and demographics, and usually ne-
cessitate making more as well as broader assumptions about consumers
(Novak & Phelps, 1995).

2. Individual-specific information refers to data that pertain, or
specifically relate, to a single identifiable person (Novak & Phelps,
1995).

3. We understand by exchange the transfer of something tangible
or intangible, actual or symbolic, between two or more social actors
(Bagozzi, 1975).

4. Trust exists when one party has confidence in an exchange part-
ner’s reliability and integrity (Morgan & Hunt, 1994).

5. We define relationship commitment as an exchange partner be-
lieving that an ongoing relationship with another is so important as to
warrant maximum efforts at maintaining it (Morgan & Hunt, 1994).
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